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[bookmark: _Toc16957011]1.0 Introduction
[bookmark: _Toc518543431]
This procedure provides clear and consistent guidance for staff who enter a tenant’s or supported person’s home where CCTV, Smart video doorbells, audio recording, or other surveillance systems may be in operation.

This procedure supports Ark’s staff to: 

· Understand how these devices may be used by tenants and supported people; 
· Recognise privacy, data protection, and safeguarding implications; 
· Protect themselves while working in properties where filming or audio recording is in use; 
· Respond appropriately if staff feel uncomfortable, unsafe, or believe recording is inappropriate. 

This procedure applies to all Ark employees, as well as agency staff, contractors, and others acting on Ark’s behalf, who undertake duties in people’s homes. This includes, but is not limited to:

· Housing management, tenancy sustainment, and inspection visits;
· Care and support visits, including personal and intimate care;
· Repairs, maintenance, and property-related works;
· Assessments, reviews, and planned or unplanned visits;
· Statutory visits and safeguarding activity.

[bookmark: _Toc613703549]2.0 Definitions

Surveillance systems include:

· CCTV (fixed or movable)( e.g. Blink);
· Smart Video doorbells; 
· Smart home monitoring systems;
· Audio recording devices;
· Recording via phones or tablets.

[bookmark: _Toc1506622567]3.0 What are Smart Video Doorbells and Domestic Recording Devices

These include: 

· Smart video doorbells; 
· Smart CCTV cameras, including Blink;
· Indoor home monitoring devices; 
· Audio-only recording devices; 
· Devices linked to mobile phones or cloud‑based apps. 

These devices may record: 

· Video; 
· Audio; 
· Images of staff entering or leaving; 
· Conversations taking place nearby. 

Tenants, supported people, or their guardians have a legal right to install these for personal domestic use, provided they are not used in a way that causes harm to others.
Where they are installed for a supported person, this should be recorded in the “Looking after my home” section of the Good Life Support Plan.
If installed by a tenant, approval must be sought from Ark in line with the Alterations and Improvement Procedure (AM01f). Please contact our Customer Services team at customer.services@arkha.org.uk or via our website Contact | Ark Housing to make a request.
Tenants and Supported People or Guardians may use these devices if: 

· They are installed on their own property (e.g., their own front door or inside their home); 
· They are used for personal/domestic purposes, such as safety, reassurance, or monitoring visitors; 
· They are not used to harass or intimidate others;
· They do not capture unnecessary footage of neighbours, shared spaces, or staff in private areas. This particularly applies to the capture of neighbour’s or visiting Children; 
· That they check and follow the ICO guidance on the installation of personal recording devices of this type. 

Tenants and Supported People or Guardians must not: 

· Secretly record staff inside private areas of the home without informing them (kitchens, living rooms, bedrooms, bathrooms); 
· Use recordings to threaten, intimidate, or publicly share footage of staff; 
· Point cameras directly at neighbours’ homes or shared hallways without a justified reason; 
· Record images of neighbours or visiting children. 


[bookmark: _Toc1822931289]3.1 When Recording Is Acceptable 

Recording may be appropriate when: 

· The tenant or Supported Person uses the device to feel safe at home; 
· The doorbell camera only captures expected visitors (e.g., front door area); 
· The tenant or guardian requests recording as part of a safeguarding plan; 
· Staff have been informed and there is no expectation of privacy.


[bookmark: _Toc1008210550]3.2 When Recording Is Not Acceptable 

Concerns should be raised when: 

· Staff are recorded inside the home without their knowledge; 
· Cameras capture sensitive areas (bedrooms, bathrooms, personal care spaces); 
· Devices are used in a way that feels like surveillance of staff; 
· Recordings are shared inappropriately (e.g., social media, WhatsApp); 
· Staff feel footage is being used to criticise or intimidate them. 

Staff should report this to their line manager, who must consider whether to: 

· Review the Good Life Plan; 
· Update risk assessments; 
· Consult guardians;
· Seek advice from Ark’s Data Protection Lead. 

[bookmark: _Toc1311520463]4.0 Staff Actions when Entering a Home with a Smart Video Doorbell 

Staff should: 

1. Assume the device may be recording when they approach the door; 
2. Be mindful of professional conduct, tone, and language from point of arrival; 
3. Ask politely if indoor recording devices are active and request, they are turned off for:  
· personal care – this should be detailed in the Good Life Support Plan to inform staff before carrying out the task; 
· medication administration; 
· private or sensitive conversations. 

Suggested wording: 

“For privacy and safety, could we please turn off any indoor cameras during personal care/support?” 

If the person refuses, staff should contact their manager for advice.

Additional considerations apply where properties have: 

· Multiple tenants; 
· Shared hallways; 
· Communal entrances or gardens. 

In these cases, recording devices may breach the privacy of others. Ark may need to: 

· Request that recording angles are changed; 
· Ask for audio to be disabled; 
· Treat inappropriate use as a neighbour dispute; 
· It should be noted that Ark is not the Controller for these recordings and cannot dictate what residents can or can’t do. Residents are solely responsible for complying with the law. 

[bookmark: _Toc1750477329]5.0 What Should you do if you have Concerns

If staff feel uncomfortable or believe recording is inappropriate, they should: 

· Speak to their line manager immediately. 
· Record details in the appropriate system (AIMS or Rubixx). 
· Seek advice from Arks Data Protection Lead. 


[bookmark: _Toc64249289]6.0 Tenant complaints regarding a neighbour’s use of CCTV or Smart Video Doorbells

Ark does not become involved in tenant disagreements about the use of CCTV or doorbell cameras. Ark’s Complaints Policy does not apply to things we cannot change (such as someone else’s use of domestic CCTV). 

Further guidance for tenants can be accessed on our website -  Customer Guide

[bookmark: _Toc1435462133]7.0 Related Policies, Procedures & Documentation

G23 CCTV and Surveillance Systems Policy;
G24 Data Protection Policy; 
G25 Records Management Policy and G25a Record Management Procedure; 
G12 Complaints Policy & G12a Complaints Procedure; 
CS02 Care Planning Policy & CS02a Care Planning Documentation;
AM01f Tennant's Alterations & Improvements.
Ark’s Vision, Mission & Values 

[bookmark: _Toc1025685363]8.0 Training & Monitoring requirements

[bookmark: _Toc119919108]8.1 Training 

Staff attending people’s homes will have training appropriate to their needs and to the needs of the organisation as identified on their individual learning plans. Ark will ensure that relevant employees have an awareness of this procedure to ensure staff understand how they are protected under data protection legislation, how to maintain professional boundaries, and how to respond appropriately where surveillance systems are in place.


[bookmark: _Toc1261603269]8.2 Monitoring

Ark’s Data Protection Lead will formally record and monitor any concerns raised in relation to surveillance, recording, or data protection issues arising from staff visits to people’s homes. These concerns will be reviewed and analysed to identify themes, risks, or areas for improvement.

Relevant information and learning will be included within the quarterly Data Protection Report, providing oversight and assurance that feedback is being considered and that appropriate actions are being taken. This process supports continuous improvement, ensures compliance with data protection legislation, and helps to safeguard staff privacy, dignity, and wellbeing.
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