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1.0 [bookmark: _Toc232416565]Policy Statement 

This policy sets out Ark’s approach to the use of CCTV and other surveillance systems and demonstrates our commitment to complying with data protection legislation and the Information Commissioner’s Office (ICO) guidance on video surveillance.
Ark does not currently own, operate, or manage any CCTV or surveillance systems.
This policy applies on a precautionary basis and will govern the introduction and use of CCTV should this change in the future.

[bookmark: _Toc232416566]1.1 Legal & Regulatory Framework

If surveillance is introduced, Ark will act as a Data Controller and will comply with:
· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018 (DPA);
· Data (Use and Access) Act 2025 (DUAA); 
· Human Rights Act 1998 (Article 8 – right to private and family life);
· ICO CCTV and video surveillance guidance;
· Surveillance Camera Code of Practice.

In line with ICO guidance:
· CCTV will only be installed where Ark can clearly identify a lawful basis under Article 6 UK GDPR. This is Legitimate Interest (article 6 (f)). 
· Ark will be able to demonstrate accountability, including documented decision-making and governance approval.
· Surveillance will not be installed “just in case” or for speculative purposes.

[bookmark: _Toc232416567]2.0 Scope

This policy applies to:

· All Ark premises and locations;
· All employees, agency staff and contractors;
· Any future CCTV, video surveillance, or similar monitoring technology operated or controlled by Ark.
Surveillance systems operated by third parties (e.g. landlords or local authorities) are not covered by this policy, though Ark will seek assurance that such systems comply with data protection law.
[bookmark: _Toc232416568]3.0 Roles & Responsibilities

There is a range of standard expectations which underpin all policies. Read more about standard role and responsibilities in addition, the following specific responsibilities apply to this policy.

Ark’s Data Protection Lead will support the production of a DPIA where there is a request to install CCTV in one of Ark’s locations and properties. An inventory of CCTV systems in operation, including details of camera numbers and positions will be maintained by the Data Protection Lead.

The Leadership Team is responsible for approving all new requests for CCTV or surveillance systems across Ark’s locations.

[bookmark: _Toc232416569]4.0 Related Policies, Procedures & Documentation

G24 - Data Protection Policy;
G23a – CCTV and Surveillance Systems Procedure;
[bookmark: _Int_4jUb7zvu]G25 - Records Management Policy and G25a Record Management Procedure;
G12 - Complaints Policy & G12a Complaints Procedure.
AM01f – Tenants Alterations & Improvements Procedure
Ark’s Vision, Mission & Values

[bookmark: _Toc232416570]5.0 Roles & Responsibilities CCTV and Surveillance Systems

[bookmark: _Toc232416571]5.1 Data Protection Impact Assessment (DPIA)

Before introducing any CCTV or surveillance system, Ark will:
· Carry out a Data Protection Impact Assessment (DPIA);
· Identify risks to privacy and individual rights;
· Document how risks will be mitigated;
· Obtain appropriate senior management approval;
· CCTV will not be installed without a completed and approved DPIA;
· Complete the required Legitimate Interest Assessment to explain the lawful basis of Legitimate Interest under Article 6 of UK GDPR. 

[bookmark: _Toc232416572]5.2 Transparency

In accordance with ICO requirements:

· All people entering or present in areas monitored by CCTV, must be clearly informed that CCTV is in operation;

· Appropriate signage will be displayed at entry points and within monitored areas.

Privacy notice and associated privacy documents will explain: 
· The purpose of surveillance;
· The organisation responsible and how individuals can exercise their data protection right.


[bookmark: _Toc232416573]5.3 Appropriate use of CCTV

If introduced, CCTV may only be used for clearly defined purposes, such as:

· Health and safety of staff, Supported People, and visitors;
· Prevention and detection of crime or serious incidents;
· Protection of premises and assets.
CCTV will not be used for:
· Routine monitoring of staff performance;
· Intrusive or excessive surveillance;
· Purposes incompatible with those originally identified.
[bookmark: _Toc232416574]5.4 Access and Use of Images
In line with ICO expectations:
· Access to recordings will be restricted to authorised personnel and determined on a case-by-case basis;
· Footage will be stored securely with appropriate technical and organisational measures;
· Live camera feeds will not be displayed in public areas, such as Reception; 
· Images will only be disclosed where there is a lawful basis (e.g. law enforcement request);
· Footage will not be shared with members of the public nor their insurers without strong justification. In any event any sharing will have to be redacted to remove other persons in the footage; 
· If a request comes in as a part of a subject access request, only still shots will be provided, and redacted to protect other people; 
· All access and disclosures will be logged and auditable.


[bookmark: _Toc232416575]5.5 Retention and Deletion

Images will be retained for the maximum period necessary which is 30 days as per Ark's retention schedule to meet the stated purpose. Retention periods will be documented and regularly reviewed, and footage will be securely deleted once no longer required. Footage will be retained beyond 30 days where required for an investigation, whether by Ark, the local authority or Police Scotland. Once the internal investigation is completed, or the footage has been passed to another controller for their investigation, any footage will then be deleted. 
[bookmark: _Toc232416576]5.6 Individual Rights
Where CCTV is introduced, individuals have the right to:
· Be informed about data processing;
· Request access to personal data via a Subject Access Request;
· Request erasure or restriction where appropriate;
· Object to processing in certain circumstances.
Requests will be handled in accordance with Ark’s data protection policy and procedures.

[bookmark: _Toc232416577]6.0 Training & Monitoring Requirements
[bookmark: _Toc232416578]6.1 Training

Ark will ensure that relevant employees are aware of this policy and receive guidance appropriate to their roles, supporting the lawful, proportionate, and secure installation and operation of any CCTV systems in line with data protection principles.

[bookmark: _Toc232416579]6.2 Monitoring

An inventory of CCTV systems in operation, including details of camera numbers and positions will be maintained by Ark’s Data Protection Lead and monitored quarterly by the Assistant Director of Governance and Performance.
Any proposal to install new CCTV or surveillance equipment will:
· Be supported by a clear and documented rationale;
· Be subject to a Data Protection Impact Assessment (DPIA);
· Be reviewed and approved by the Leadership Team prior to installation.
No CCTV or surveillance system will be installed or brought into operation without formal approval and completion of all required governance and data protection checks.
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