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Summary of Changes 

	Section
	Change 

	2.1
	New section added to identify risks that are captured within the register.

	8.0
	Included section around Equality Act 2010.

	11.0
	Disclosure wording amended - Clarified AI disclosure requirements, limiting mandatory disclosure to substantial AI-generated content in externally distributed materials and excluding routine productivity assistance.


	General
	Update of job title from Head of Compliance to Assistant Director of Governance and Performance
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[bookmark: _Toc237854880]1.0 Introduction
[bookmark: _Toc518543431]
[bookmark: _Hlk209551779]Artificial Intelligence (AI) technologies offer significant opportunities to enhance service delivery, improve efficiency, and support decision-making across the organisation. However, their use must be carefully managed to ensure compliance with data protection laws, uphold ethical standards, and maintain public trust.

This procedure provides practical guidance for staff on the responsible use of AI tools in daily operations. It outlines how to evaluate AI systems, how to protect personal and confidential data, ensure fairness and transparency, and aligns with Ark’s ICT and Governance policies. The procedure supports staff in using AI safely and effectively while maintaining accountability and human oversight.

[bookmark: _Toc237854881]2.0 Evaluation of AI tools

Ark must evaluate the security of any AI tool before using it. This includes reviewing the tool’s security features, terms of service, and privacy policy. Pose questions such as ‘Does the system provider perform penetration testing and security audits’, ‘Does the system provide end-end encryption?’, or ‘does the system publish information publicly on the internet to support learning and development of other AI tools. 

AI tools may also release what is known as a ‘model card’ or ‘system card’, which documents information relating to the systems’ safety implementations and concerns, potential limitations, and evaluation data. The organisation must also check the reputation of the tool developer and any third-party services used by the tool. 

Ultimately, it is the responsibility of Ark’s Assistant Director of Governance & Performance/Leadership Team to approve the usage of any AI tools for standard business usage, and these should be added to Ark’s register of approved AI products. 

Before using or approving an AI product for organisational usage, it is expected (and as required under Uk GDPR when processing personal data) to carry out a DPIA to understand potential risks.

[bookmark: _Toc237854882]2.1 Risk Classification

All AI products approved for use within Ark shall be assigned a risk classification.

Low Risk
Examples include drafting emails, meeting summaries, formatting documents, and general productivity assistance.

Medium Risk
Examples include policy drafting, report writing, staff communications, and analytical support.

High Risk
Examples include recruitment assessment, tenancy management recommendations, customer eligibility assessments, safeguarding support, and performance management recommendations.

Prohibited Use
AI systems must not be used as the sole basis for decisions that significantly affect individuals, including employment, housing, safeguarding, disciplinary, or legal decisions.

The level of review, approval, monitoring, and human oversight required shall be proportionate to the risk classification assigned.

[bookmark: _Toc237854883]3.0 Protection of Personal and Confidential Data

Employees must not upload or share any data that is personal, confidential, proprietary, or protected by regulation into AI systems unless the system has been formally approved by Ark for such use.
 
This includes data related to customers, clients, employees, or other third parties, and especially information that:

a) can identify any of the above-mentioned individuals. 

b) is considered sensitive in its nature, (e.g. health, financial, or safeguarding information); or

c) qualified as personal or special category personal data as defined under Articles 4 and 9 of UK GDPR.

Employees should be mindful of the potential for indirect identification, such as asking an AI system to generate a job description for a role held by only one individual.

If you intend to process personal data using an AI product, then it is expected (and required under UK GDPR) that you complete a Data Protection Impact Assessment (DPIA) to assess and mitigate any associated risks.

[bookmark: _Toc237854884]4.0 Access Control

Employees must not access AI tools outside the organisation without prior approval from Ark’s Assistant Director of Governance & Performance/Leadership Team and subsequent processes as required to meet security compliance requirements. This includes sharing login credentials or other sensitive information with third parties. Any work-related access to AI systems should be solely maintained through corporate managed accounts and devices (unless following Ark’s Bring Your Own Device procedure [ICT01a], rather than individual’s own personal access to the system.

[bookmark: _Toc237854885]5.0 Use of Reputable AI Tools

Employees should use only reputable AI tools that are approved on Arks register and be cautious when using tools developed by individuals or companies without established reputations. Any AI tool used by employees must meet our security and data protection standards. Where deemed necessary, a data processing agreement with the system provider must be executed.

[bookmark: _Toc237854886]6.0 Compliance with ICT & Governance Policies

Employees must apply the same ICT security best practices we use for all organisation and customer data. This includes using strong passwords, keeping software up-to-date, use of multi-factor authentication, and following our data retention and disposal policies.

[bookmark: _Toc237854887]7.0 Use of Organisational Data

Employees must reject the use of Ark’s data for the AI’s training purposes. 

[bookmark: _Toc237854888]8.0 Use Bias and Fairness

AI Systems unavoidably make biased decisions. Employees must actively work to identify biases in the output of AI systems. They should ensure that content generated as a result of using these systems is fair, inclusive, and does not discriminate against any individuals or groups. All AI system outputs must be checked for any possible discrimination.
Where possible, employees must utilise any opt-out functionality to ensure data is not used for the improvement of any large-language models or non-API services.

Staff must take reasonable steps to ensure that AI-assisted outputs do not result in unlawful discrimination, either directly or indirectly, against individuals with protected characteristics as defined by the Equality Act 2010. Where AI outputs inform decisions affecting customers, tenants, applicants, employees, or people we support, additional scrutiny should be applied to ensure fairness and consistency.

[bookmark: _Toc237854889]9.0 Data Protection

Employees must exercise caution when sharing information publicly. As a first step, employees must ask themselves the question, “Would I be comfortable sharing this information outside of our organisation? Would we be okay with this information being leaked publicly?” before uploading or sharing any data into AI tools. 

The second step is to follow section 3.0 above in relation to the protection of personal and confidential data.

[bookmark: _Toc237854890]10.0 Hallucinations

Hallucinations are the production of content that is nonsensical or untruthful in relation to certain sources. This tendency can be particularly harmful as AI systems become increasingly convincing and believable, leading to overreliance on them by users. 

Counterintuitively, hallucinations can become more dangerous as systems become more truthful, as users build trust in the system when it provides truthful information in areas where they have some familiarity. 

Example: AI Assistant 

A housing association introduces an AI assistant to help employees with internal queries. Over time, staff find it very reliable for routine tasks like:

· “How do I log a repair request in the system?”
· “Where can I find the latest safeguarding policy?”
· “What’s the process for onboarding a new tenant?”

These are familiar areas, and employees can verify the accuracy of the responses. As a result, they begin to trust the system and use it regularly.

The Risk: Hallucination in a Complex or Unfamiliar Area

Now imagine a staff member asks:

“Can I evict a tenant who has been arrested for antisocial behaviour?”
The AI, trying to be helpful, responds with a confident but incorrect summary of eviction procedures — perhaps misrepresenting legal thresholds, omitting the need for due process, or fabricating a clause that doesn’t exist in the tenancy agreement or housing law.
Because the employee trusts the system from previous accurate interactions, they may:

· Act prematurely or initiate incorrect procedures.
· Fail to consult legal or compliance teams.
· Expose the organisation to legal risk, reputational damage, or tenant complaints.

Employees must therefore ensure they review each output from AI systems, and where required, verify the accuracy against additional non-AI resources.

Hallucinations can be reduced through following core competencies when prompting AI, such as avoiding ambiguity and vagueness, avoiding misuse of terminology, and avoiding merging of unrelated concepts.

[bookmark: _Toc237854891]11.0 Disclosure

Where AI-generated content forms a substantial part of externally distributed documents, reports, publications, presentations, or communications, its use should be disclosed.

Routine productivity assistance, including drafting assistance, grammar correction, summarisation, transcription, and meeting note generation, does not require formal disclosure where the content has been reviewed and approved by the author.

AI-generated content, prompts, outputs, summaries, and associated records created during the course of Ark business may constitute organisational records and should be managed in accordance with Ark's Records Management Policy. Staff should assume that information held by Ark, regardless of whether it was created by a person or generated using AI, may be subject to disclosure requirements under Freedom of Information and data protection legislation.



[bookmark: _Toc237854892]12.0 Human AI Collaboration

Employees should recognise the limitations of AI and always use their judgement when interpreting and acting on AI-generated recommendations. AI systems should be used as a tool to augment human decision-making, not to replace it.

Any decision with legal effect must be made by humans.

[bookmark: _Toc237854893]13.0 Register of Approved AI Products 

Ark’s Assistant Director of Governance & Performance/Leadership Team will maintain a register of approved AI systems for use by Ark employees. This register will be accessible to all employees. Ark employees should not use AI systems not included on this register.

Staff must follow the steps below to request the use of a new AI tool within Ark:

Step 1: Submit an AI Tool Evaluation Request

· Complete the AI Tool Evaluation Request Form which can be accessed on the intranet.

· Provide details including:

· Tool name and provider
· Intended use
· Type of data to be processed
· Anticipated benefits and risks

Step 2: Data Protection Impact Assessment (DPIA)

· If the tool processes personal or sensitive data, a DPIA must be completed.

· The DPIA will be led by Arks Data Protection Officer (DPO) and Arks Compliance & Performance Lead in collaboration with the requesting department. Contact the Compliance & Improvement team for further details.

Step 3: ICT and Security Review

The ICT team will assess:

· Security standards
· Integration with existing systems
· Access control and authentication requirements

Step 4: Governance and Compliance Review

The Compliance Team will ensure alignment with:

· Ark’s AI Usage Procedure (G03a)
· Data protection legislation
· Ethical and fairness standards

Step 5: Final Approval and Registration

Once all required reviews are complete the Leadership team will make the final decision if the request is approved or declined.

If approved, the new AI tool will be:

· Added to Ark’s Register of Approved AI Products
· Assigned a usage category (e.g., pilot, approved, restricted)
· Communicated to relevant teams with usage conditions

[bookmark: _Toc237854894]14.0 Related Policies, Procedures & Documentation

G03 – AI Usage Policy
IT01 – ICT Acceptable Use Policy
IT02 – ICT Security Policy
G24 – Data Protection Policy
G24d - Data Protection Impact Assessment
G25 – Records Management Policy
HR07 – Equality, Diversity, Inclusion & Human Rights
G35 – Freedom of Information & Environmental Information Regulations Policy

[bookmark: _Hlk209553036]Ark’s Register of Approved AI Products
Ark’s Vision, Mission & Values 



[bookmark: _Toc237854895]15.0 Training & Monitoring requirements

[bookmark: _Toc237854896]15.1 Training 

Staff who use AI products will have training appropriate to their needs and to the needs of the organisation as identified on their individual learning plans. Ark will ensure that relevant employees have an awareness of this procedure and receive adequate training to enable them to effectively fulfil their roles and ensure data and ethical issues are considered appropriately. 

[bookmark: _Toc237854897]15.2 Monitoring

Ark’s Leadership Team will monitor AI usage across their business areas to ensure only appropriate AI tools are in usage, and that they are used in line with the requirements set out within this procedure.
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